

















SPOOFING

In the context of
information security,
and especially
network security, a
spoofing attack is a
situation in which a
person or

program successfully
identifies as another
by falsifying data, to
gain an illegitimate
advantage.

TAMPERING

Tampering can refer
to many forms of
sabotage but the
term is often used to
mean intentional
modification of
products in a way
that would make
them harmful to the
consumer.

REPUDIATION

In digital security,
non-repudiation
means a service that
provides proof of the
integrity and origin of
data, or an authenti-
cation that can be
said to be genuine
with high confidence.

INFO
DISCLOSURE

Information disclo-
sure is the unwanted
dissemination of
data, technology, or
privacy. legal and
political issues
surrounding them. It
is a violation of data
privacy[2] or data
protection. The
challenge of data
privacy is to use data

DENIAL
OF SERVICE

A denial-of-service
attack (DoS attack) is
a cyber-attack in
which the perpetrator
seeks to make a
machine or network
resource unavailable
to its intended users
by temporarily or
indefinitely disrupt-
ing services of a host
connected to the

ELEVATION
OF PRIVLEGE

Privilege escalation is
the act of exploiting a
bug, design flaw or
configuration
oversight in an
operating system or
software application
to gain elevated
access to resources
that are normally
protected from an
application or user.



GDPR BASICS
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RIGHT TO ERASURE

The data subject shall have the right to
obtain from the controller the erasure of
personal data concerning him or her without
undue delay and the controller shall have
the obligation to erase personal data.

RIGHT TO RESTRICT PROCESSING

The data subject shall have the right to
obtain from the controller restriction of
processing for a set of circumstances.
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CONSENT FOR DATA COLLECTION

Processing personal data is generally
prohibited, unless it is expressly allowed by
law, or the data subject has consented to the
processing.

RIGHT TO CORRECT INFORMATION
The data subject shall have the right to
obtain from the controller without undue

delay the rectification of inaccurate personal
data concerning him or her.
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RIGHT TO DATA PORTABILITY

The data subject shall have the right to
receive the personal data concerning him or
her, which he or she has provided to a
controller, in a structured, commonly used
and machine-readable format and have the
right to transmit those data to another

RIGHT TO LIMIT AUTO PROFILING

The data subject shall have the right not to
be subject to a decision based solely on
automated processing, including profiling,
which produces legal effects concerning him
or her or similarly significantly affects him or
her.



